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Abstract—Mobile hotspots, i.e. Internet access services in mov- home network. The assigned MNP is registered with the home
ing networks (e.g. vehicular area networks (VAN) and personal agent (HA) according to the NEMO basic support protocol [8].
area networks (PAN)) bring about new challenging issues. Even “the majn goal of the NEMO basic support protocol is to
if the network mobility (NEMO) basic support protocol has been reserve established communications between the MONET
standardized as a mobility solution by the Internet Engineering P ;

Task Force (IETF), to the best of our knowledge, no studies @and correspondent nodes (CNs) during movements. Packets
have been conducted in the area of authentication, authorization, sent by CNs are first addressed to the home network of the
and accounting (AAA) protocol, which is a core technology for MONET. Then, the HA intercepts the packets and tunnels

public mobile hotspots. In this paper, we propose a localized AAA e to the MR’s registered address, i.e. the CoA on the egress

protocol to retain the mobility transparency as the NEMO basic . . ,
support protocol and to reduce the cost of the AAA procedure. In link. To deliver packets towards the MR's CoA, the NEMO

addition to providing mutual authentication, the proposed AAA ~ basic support protocol makes a bi-directional tunnel between
protocol prevents various threats such as replay attack, man the HA and the MR. This tunneling mechanism is similar to

in the middle attack, and key exposure. Also, we develop an the solution proposed for host mobility support, i.e. Mobile
e e At [PV [7] without oute optimizaion
solution for AAA servicespinpdifferent mol?ile hotspots. To make mobile hotsp'ots.feasible in. pu'blic wireless Intgr-
net, well-defined authentication, authorization, and accounting
|. INTRODUCTION (AAA) protocols should be accompanied. However, to the
With the advances of wireless access technologies (e.g., $@st of our knowledge, no specific AAA protocols have been
IEEE 802.11/16/20) and mobile communication services, tioposed for mobile hotspots. Even if a number of AAA
demand for Internet access in mobile vehicles such as traipggtocols have been proposed for host mobility, all of them are
buses, and ships is constantly increasing [1]. In these vehiclegsed on per-node AAA operations. Therefore, they cannot be
there are multiple devices constituting a vehicular area netwatikectly applied to the MONET containing two different types
(VAN) or personal area network (PAN) that may access #dNNSs: local fixed nodes (LFNsand visiting mobile nodes
Internet. This kind of services are referrednmbile hotspots (VMNs) An LFN belongs to the subnet to the MR and is
[2]. Recently, many studies have been conducted for mobil@able to change its point of attachment, while a VMN is
hotspots [3] [4] [5]. temporarily attached to the MR'’s subnet by obtaining its CoA
In terms of mobility management, the Internet Engineerirfgom the MNP. The VMN’s home network may have different
Task Force (IETF) has established a working group callediministrative policy (e.g. billing) from the current attached
NEMO [6] and the NEMO working group has proposed aMONET. Therefore, a new AAA procedure for VMNs is
extended Mobile IPv6 protocol [7], i.e. the NEMO basigequired.
support protocol [8]. Throughout this paper, we assume theln this paper, we propose a localized AAA protocol that
NEMO basic support protocol as a framework. provides efficient AAA procedures for both LFNs and VMNs
According to the terminologies in [9], a mobile networkn mobile hotspots.
(MONET) is defined as a network whose point of attachment Our main contributions are summarized as follows.
to the Internet varies as it moves about. A MONET consists 1) The proposed AAA protocol is consistent with the
of mobile routers (MRs) and mobile network nodes (MNNS). NEMO basic support protocol. In other words, individ-
Each MONET has a home network to which its home address  ual AAA operations for LFNs within a MONET are not
belongs. When the MONET is in the home network, the performed; instead, the MR is authenticated on behalf
MONET is identified by its home address (HoA). On the of the LFNs. Conversely, each VMN attached to the
other hand, the MONET configures a care-of-address (CoA) MONET performs its AAA operation in an individual
on the egress link when the MONET is away from the home  manner.
network. At the same time, on the ingress link, the MNNs 2) The proposed AAA protocol localizes the AAA proce-
of the MONET configures CoAs, which are derived from the dure using a local AAA key when the MR hands off
subnet prefix (i.e. mobile network prefix (MNP)). The MNP within the same foreign network. Therefore, the AAA
remains assigned to the MONET while it is away from the traffic (also, AAA latency) can be reduced significantly.



3) The proposed AAA protocol allows mutual authentica- .- =~
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tion. In addition, it prevents various security attacks, e.g. /;A AN
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4) From the point of view of internet service providers 23 AAAR 7
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introduced as a reference protocol. Section Il describes the
proposed AAA protocol for mobile hotspots. In Section |V, Mobile Node
security of the AAA protocol is analyzed. In Section V, an
analytical model for the AAA signaling cost is developed and Fig. 1. Mobile IPv6 AAA Architecture
numerical results are presented. Section VI finally concludes
this paper.
AAAh. When the AAA client receives a\Req message,
Il. AAA PROTOCOL INMOBILE IPV6 it creates anAA-Registration-Request Command

In this section, the AAA protocol in Mobile IPv6 is de-(ARR) message and sends it to the AAAv. Then, the
scribed as a reference model. Although several AAA protocodA\Av relays it to the AAAh of the MN. When receiv-
have been proposed in the literature, we adopt the DIAMETERg the ARR message from the AAAv, the AAAh au-
extension for Mobile IPv6 protocol [11], which is the onlythenticates the MN by means of the NAI and sends the
valid IETF Internet draft as of this writing. The DIAMETER Home-Agent-MIPv6-Request Command (HOR)  mes-
extension for Mobile IPv6 allows a Mobile IPv6 node to accesage to the MN's HA. Upon receipt of tHéORmessage, the
a network of a service provider after the AAA procedureBA creates a key to establish a security association (SA) with
based on the DIAMETER protocol [10] is completed. the MN and replies with thelome-Agent-MIPv6-Answer

This protocol assumes a network architecture for AAA se€ommand (HOA) message to the AAAh. Then, the AAAh
vices, as illustrated in Figure 1. The AAAv is an AAA serveconstructs the AA-Registration-Answer Command
in the foreign network, while the AAAh is an AAA server(ARA) message that has an authentication result and sends
in the home network of the mobile node (MN). The AAAIt to the AAAv. When receiving theARA message from the
client operates in an entity in a foreign network. Hereafter, weAAh, the AAAv stores the authentication result locally and
assume that the AAA client is located at each access routken forwards the message to the AAA client. The AAA client
(AR). The AAA client performs three tasks: (a) allowing theonverts theARAmessage into the authentication rephRep)
MN to be authenticated, (b) generating accounting data foressage in order to inform the MN of the authentication result
the MN’s network usage, and (c) authorizing the MN to uskom the AAAh and deliver the established key (for the SA)
network resources. to the MN.

I1l. AAA P rROTOCOL FORNETWORK MOBILITY

In addition, followings are assumed by [11]. A. Network Architecture

« An MN is identified by its network access identifier (NAI) In this section, the AAA architecture for mobile hotspots
[12], which is globally unique. is introduced with basic assumptions and concepts such as

« An MN and its AAAh have a long-term key. SA and challenge/response authentication. Figure 3 illustrates

« Communication between the AAAv and AAAh is securethe reference AAA architecture in mobile hotspots, which is
similar to that of Mobile IPv6. The AAA architecture is based
on the DIAMETER protocol [10].

The basic information flow of the DIAMETER extension The AAA architecture consists of multiple autonomous
for Mobile IPv6 [11] is shown in Figure 2. When enterwireless networks, each of which is calleddamain Each
ing a new network or at power up, an MN listens to adomain has an AAAH server and/or an AAAL server in order
AR’s router advertisement (RA) message that has a lodalauthenticate any node in a DIAMETER-compliant manner.
challenge and a visited network identifier. Then, the MNhe AAAH server of the MR has the profile of the MR and
sends an authentication requeAReqg) message to the AAA it shares a long-term key with the MR. Likewise, the AAAH
client (i.e. AR) based on the security key shared with itserver of the VMN shares a long-term key with the VMN.
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Fig. 2. Information flow in AAA protocol for Mobile IPv6

the scope of this paper.

Notations used throughout this paper are summarized in
The AAAL server takes charge of an AAA procedure for dable 1. A local challenge L(C) is a random number for
visiting MONET (i.e. VMNs and MRs). The trust relationshipauthentication procedures. An MR or VMN encrypts @
between the MR’s AAAH server and the AAAL server inusing a pre-defined SA with its AAAH server. The encrypted
the visited network is maintained through the DIAMETER/alue is called a credential(?), which is used to authenticate
protocol. When the MONET changes its point of attachmer@n MR which creates it. MRs and VMNs are identified by
the MR needs to be authenticated and authorized beforéhgir NAls and a replay protection indicator (RPI) is used to
accesses a new domain in the same foreign networkirfra- ~ protect from a replay attack. Either a time stamp or a random
domain handojfor a new foreign network (i.dnter-domain humber can be used as an RPI. The size ofihe 4 field is
handofj. To accomplish this, the MR and AR authenticatd28 bytes by assuming a public key cryptography algorithm.
each other through a mutual authentication procedure tHs& we adopt a symmetric key cryptography for dynamic keys
involves both the AAAH server of the MR and the AAAL (KrLocar andKponme, the size of each key is 32 bytes. Note
server of the AR. An attendant (which is the same as a AARat a dynamic key is used to establish a dynamic SA while a
client) is an entity that triggers authentication procedures to tHg-term key is to establish a long-term SA. Other notations
AAA system. In Mobile IPv6 networks, ARs normally act agvill be elaborated later.
the attendants for an MN. In our protocol, the AR serves as anin our protocol, we define two ICMP messages
attendant for the MR’s authentication, whereas the MR serds$] Attendant Solicit and Attendant
as an attendant for VMN'’s authentication. In the latter case, tAelvertisement messages that are similar tRouter
MR broadcasts attendant advertisement messages and receadisit and Router Advertisement messages,
authentication request messages from VMNSs within the mobilespectively. In those messages, we introduce a new
hotspot. In other words, an attendant (an AR or MR) requegiiendant Solicit option , which is used
the AAAL server to authenticate the mobile hotspot (the MRor the authentication of VMNs in case of intra-
or VMN). When the AAAL server receives this authenticatioslomain  handoff. In  addition, several DIAMETER
request, it verifies the identity of the MONET by cooperatingiessages, e.g. AA-Mobile-Router-Request ,
with an AAAH server. AA-Mobile-Router-Answer , are defined. Their

In terms of SAs, it is assumed that the MR's AAAH servefunctions will be described later.
and the VMN's AAAH server have a pre-established SA. In
addition, it is assumed that the MR and LFNs have already
authenticated each other by some mechanism, which is out of



TABLE |

NOTATIONS FOR THEAAA PROTOCOL

Field [ Meaning | Typical Length (bytes)
LC local challenge 8
MC mobile challenge 8
NAI identity of MR or VMN 20
RPI replay protection indicator 4
H@ home address 16
HA@ home agent address 16
Co@ care of address of MR or VMN 16
Kaaa pre-shared SA between an MR and an AAAH server 128 (public key)
Kap pre-shared SA between an AAAH server and an HA 128 (public key)
Kar pre-shared SA between an AAAH server and an AAAL seryer 128 (public key)
CR credential 8
CRy, local credential 8
CRy mobile credential 8
Krocar dynamic SA between an MR and an AAAL server 32 (symmetric key)
Krnome dynamic SA between an MR and its AAAH server 32 (symmetric key)
SPrLocAL security parameters for constructidg, ocar 12
SPuoME security parameters for constructidgy o g 12
Attendant .
| R | M| | AnaL | AAAH HA 1) The MR sends arttendant Solicit message to
the attendant, i.e. AR.
1. Attendant Solicit
----------- >
— 2) As aresponse to thattendant Solicit message,
AdvrtemaaLC) the AR sends anAttendant Advertisement
___________ R 4 AMR message including anLC. Even without the
3. AReq NAL RPI, H@, Attendant Solicit message, the AR
NAI, RPI, H@ HA@. LC, CR .
HA@ LG.CR | broadcastsAttendant Advertisement messages
__ AW periodically.
Authenticate MR ,
Create SPuoon. SP”:M:HR 3) The MR encrypts the receivetlC value using its
NAI, H@, long-term SA with the AAAH server and makes a
B AMA Ercur (SProwe) CR which is used for the MR's AAAH server to
Er (é@ﬁmg’ authenticate the MR. Then, the MR sends AReq
EKw«(SSPLocAL% e message that contains th€ and CR to the attendant
Exan (SPHowme - . . ,
o (SProve) NAI H@ (i.e. AR). The AReq message also contains the MR'’s
10.AR Construct Kioca. NAI and RPI, which are used for the AAAL server to
. e usin LOCAL . . y .
NAL H@, HA@, e identify the MR’s home domain and to protect from
Ekam (SProcad), 9. AMA
ET(AAA (SPHowme) NAIL H@, HA@, replay attaCk
__________ Ekana (SPLocAL),
Brcus (SProve) 4) When the attendant (i.e. AR) receives the

Construct K oca ,
Kiome using

SPLocat, SProme —> Secure path

---p Non secure path
Fig. 5. The AAA procedure of an MR when the inter-domain handoff occurs

5)
B. Mobile Router (MR) Authentication

1) Inter-Domain AAA ProceduréWhen a MONET enters a
new foreign network domain, an inter-domain AAA procedure
is initiated. Since the MR does not have any SA with the
AAAL server in the foreign network domain, it should be
authenticated with its AAAH server located in its home
network domain. The message flows for the inter-domain AAA
procedure are depicted in Figure 5.

AReq message, the attendant converts it into an
AA-Mobile-Router-Request(AMR) message.
After then, the attendant sends tA&Rmessage to the
AAAL server in the foreign domain.

The AAAL server detects that it cannot authenticate
the MR locally by checking the NAI field and hence
forwards theAMRmessage to the MR’s AAAH server.

When the AAAH server receives thAMR message,
it encrypts theLC using the pre-established SA and
compares the result with th€€R value. If these
two values are identical, the MR is successfully
authenticated. Then, the AAAH server generates two
dynamic keys: one is & rpocar (to be explained
later) for intra-domain AAA procedures in the
foreign domain and the other isldg o) g for a secure



bi-directional tunnel between the MR and the MR’s HA.

Attendant
e ][R

‘ AAAL ‘

To enable the MR to generaf€;ocar, and Kgou e, Attendant Solicit
the AAAH server also generatesSPyoy e and
SProcar and sends them to the MR. These security " Attendant AMLR
parameters are encrypted using the long-term key Advertisement (LC)  na\, RPI, H@,
between the MR and AAAH server to avoid the AReTT e
possibility of exposure to other network entities. NAI, RPI, H@,
HA@"\;g' CR,, " Authenticate MR
6) The AAAH server informs the HA of the MR’s NAI e Bromw, 1 oreere P
and SPyon e by the AA-Home-Agent-Request e A
(AHR) message. NAI,%T;;H@, Eg:ﬁ%
HA@

7)

The HA constructsK oy e by using SPyoan e and
replies with an AA-Home-Agent-Answer (AHA)

Authenticate foreign
network using CRy

— Secure path

and Kioca ---p Non secure path

message as confirmation.

8) The AA-Mobile-Router-Answer (AMA) Fig. 6. The AAA procedure of an MR when the inter-domain handoff occurs
message is used for the AAAH server to notify
the AAAL server of the authentication result. When
the AAAL server receives theAMA message with mutual authentication. TthL is an authentication code
authentication approval, the AAAL server decrypt§enerated usingKrocar. Then, the attendant constructs

the message using the long-term key 4;,) with the anAA-Mobile-Router-Local-Request (AMLR) DI-
AAAH server, records the MR’s NAI, and constructAMETER message and sends it to the AAAL server. When the

AAAL server receives thMLRmessage, the AAAL server
authenticates the MR by usin§.oc 41, which has been al-
9) The AAAL server re-encrypts the receivedMA ready stored atthe AAAL server during the inter-domain AAA
message from the AAAH server after excludingrocedures. Moreover, the AAAL server constructsiy,
Ex,,(SProcar) and sends it to the attendant. by encrypting theM C value and informs the attendant of
the result via theAA-Mobile-Router-Local-Answer
10) When receiving th%MAmessage, the attendant |earn§AMLA) message. Then, the attendant will transmit the result
that the MR is authenticated and grants the MR'’s nefie. the ARep message) to the MR. The MR receiving the
work access. In addition, the attendant informs the MRRep message also verifies th&R,, value to authenticate
of the result by thé\Rep message containin§Pr oz, the foreign network.
SProcar, home agent address, etc.
On receipt of theARep message with authentication
approval, the MR can access the foreign networf- Visiting Mobile Node (VMN) Authentication
At the same time, the MR generatdsyon e and A VMN is a visiting MN that accesses the Internet through
Krocar usingSPronme andSProcar, respectively. an MR in mobile hotspot services. According to the NEMO
basic support protocol [8], the VMN does not need to know
2) Intra-Domain AAA Procedure:To support real-time whether its attached router is the AR or the MR. Therefore,
multimedia applications in mobile hotspots, it is importanthe AAA protocol for VMNs should be consistent with this
to reduce the latency related to AAA operations. Thereforissue. The VMN in a MONET uses the home network prefix
when a MONET changes its point of attachment within thef the MR as its IPv6 network prefix. Accordingly, the VMN
same foreign domain, our protocol enables the MR to lwéll deem it to be in the MR’s home network. In our AAA
authenticated through a localized AAA procedure with therotocol, the MR serves as an attendant for VMNs and the
AAAL server in the foreign network without any interactionMR’s AAAH server serves as an AAAL server.
with its AAAH server. That is, the AAAL server of the
foreign network can authenticate the MR usiig,ocar,
which was introduced for the inter-domain AAA procedure Figure 7 illustrates message flows for the AAA procedure
in the previous section. when a VMN is attached to a MONET. As mentioned above,
Figure 6 illustrates the intra-domain AAA procedure. Atshe MR acts as an attendant. Hence, the MR broadcasts
a response to thAttendant Advertisement message, Attendant Advertisement messages periodically or
the MR sends théAReq message containing’'R;, which responds to arAttendant Solicit message from the
is different from CR used in the inter-domain AAA pro- VMN with an Attendant Advertisement message. The
cedure. At this time, théAReq message containd/C for VMN creates aC'R using a pre-shared SA with its AAAH

Krocar.
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Fig. 7. The AAA porcedure of a VMN

server (i.e AAAHy,ny) and sends amAReqg message to maintains the accounting information for the MR as well as
the MR. Then, the MR converts thAReq message into individual VMNs!. Consequently, the MR's AAAH server can
a DIAMETER messageAMR and sends it to the MR'’s differentiate the accounting information for MRs and VMNSs.
AAAH server (AAAH)g) through a secured bi-directionalln addition, we assume that the MR’s AAAH server and the
tunnel. When theAAAH,;r receives theAMRmessage, it VMN’s AAAH server have a trust relationship and a shared
sends theAMRmessage to thd AAHv ,,n that has a shared SA. Therefore, the accounting information collected at the
SA and requests the AAA procedure for the VMN . ThenyIR's AAAH server is securely transferred to the VMN's
the AAAHy N authenticates the VMN. During this stepsAAAH server for suitable billing.

Kyome, Krocar, SPuome, and SProcar, are created, In addition, the mobility transparency causes another prob-
similarly to the inter-domain AAA procedure of the MR (sedem, i.e. how to authorize VMNs when the MONET moves to
section IlI-B.1). After completion of AAA procedures, thea foreign domain with a different billing policy. To solve this
VMN registers its CoA (configured using the MNP) with itsproblem, an MR sends aAttendant Advertisement

HA. message with a seR bit when the foreign domain has
a different policy and a new AAA procedure is required.
Only after initial authentication and binding update proceHence, from theAttendant Advertisement message,

dures, VMNSs within a MONET do not need to know whethethe VMN determines whether it should perform a new AAA
the MONET changes its point of attachment or not. Thugrocedure or not. In this paper, we assume that each network
VMNs do not have to register their locations to their HAglomain can have different policies, so that the VMN performs
when the MONET hands off. This mobility transparency ia new AAA procedure per inter-domain handoff.

the key advantage of the NEMO basic support protocol [8].

However, if the mobility transparency is strictly provided, IV. SECURITY ANALYSIS

the AAAL server in the foreign network cannot detect the |n this section, we show that the proposed AAA protocol
existence of VMNs. Even if the mobility transparency iprovides mutual authentication. Then, we consider security
beneficial to reduce the binding update traffic, it makes thgtacks, e.g. key exposure, replay attack, man in the middle
accounting of VMNSs’ network usages hard. In our protocohttack.
the AAAL server in the foreign domain accounts the total
network usage of the MONET (not individual VI\/INS) and 1In the NEMO basic support protocol [8], all packets destined to MNNs

. . . . . . . are tunneled at the MR’s HA, so that the MR'’s HA can keep track of network
then this collective accounting information is delivered to thg,ges of individual LFNs and VMNs. We assume that the MR’s HA wil

MR’s AAAH server. At the same time, the MR’s AAAH serverreport this information to the AAAH server.



A. Mutual Authentication be decrypted by the AAAL server, while the other value

Mutual authentication is a security feature in which a clieffncrypted byK a4 is decrypted by the MR. Therefore, as
(i.e. the MR and VMN) must prove its identity to a service (i.effaz and K144 are not exposed, other entities except the
network), and the service must prove its identity to the clief®AAL server and the MR cannot knowProc4r, and hence
Therefore, to provide mutual authentication in our protocdf@nnot construck’zocar- As similar toK.ocar, SPaome
the following requirements should be met. is encrypted usingK 4y and K4aa and delivered to the

1) the MR or VMN authenticates the foreign network. 1A and MR, respectively. Therefords ;o derived from

2) the foreign network authenticates the MR or VMN. SPrponmEg is not revealed to other entities except the HA and

Specifically, mutual authentication is achieved as follows.
C. Replay Attack
First, in the case of the inter-domain authentication, mu- Replay attack involves the passive capture of data and its
tual authentication is achieved by establishing a session keybsequent retransmission to produce an unauthorized effect.
Krocar- In the other word, the objective of inter-domainA malicious node keeps aAReq message and then it can
authentication protocol is that the MR and the AAAL servefetransmit an olthReq message to trick the AAAL server for

believe that they shar&7ocar with each other. false authentication. This replay attack can be prevented as
The MR create€’R as follows. LC is created randomly and hence it always changes.
Therefore, the malicious node cannot replay the ARleq
CR = Ex,,,(LO), (1) message. When even the sarh€ can be selected by the

attendant by chanc&? PI (e.g. time stamp) can prevent the

here Ex(-) i ion functi [ k .
where Ex () is an encryption function using a key &f replaying attack.

The AAAH server can verify the MR’s identity by com-
paring with CR sent by the MR and the CR constructed byp. Man in the Middle Attack
the AAAH server itself. If two values are equal, the MR iS A man in the middle attack is that an attacker is able
authenticated successfully. Otherwise, the authentication fajls. read, insert, and modify messages between two parties
In our protocol, a malicious MR cannot create the cor®@&t  jithout either party knowing that the link between them
because it does not have, 4. has been compromised. In a mobile hotspot scenario, we
After verifying the identity of the MR, the AAAH server can imagine an attack that a malicious MR in the middle
transmits B, , , (SProcar) and Ex ., (SProcar) 10 the  yelays authentication messages and then it intends to use
AAAL server through a secure path. When the AAAL servegetwork resource illegally. Figure 8 illustrates the man in the
receives, it construct&’,ocar USING Ex ., (SPLocar) and  middle attack of a malicious MR in the case of inter-domain
forwards Ex, ,,(SProcar) to the MR. At last, the MR g thentication. The malicious MR acts as an AR and relays
constructs Krocar UsiNg Ex,,,(SPLocar). After this  guthentication messages between the victim MR and the AR.
procedure, the MR and the AAAL server shaigocar.- After the authentication procedures, the malicious MR still
In the case of the intra-domain authentication, the AAAkap relay all of the traffic between the victim MR and AR.
server in the foreign network verifies the identity of the MR b}Llowever, the malicious MR cannot use any network resource
cqmparingEchAL(LC) constructed by the AAAL server pacause it cannot know th€ ocar and Kgoy . Suppose
with CRy, sent by the MR. that the object of an authentication protocol is an establishing
On the other hand, to authenticate the forgign netwo.rk, thefresh session key, the malicious MR cannot compromise
MR uses anV/C' andC'Ry;. The AAAL server in the foreign he authentication procedure between the MR and the AAAL

network sends’ R, that is created by server.
CRy = EKLOCAL (MC) (2)
Then, the MR can authenticate the AAAL server in the V. PERFORMANCEEVALUATION
foreign network by verifying thaflx, .., (MC) is equal to

Through the analytical model, we evaluate the AAA cost
CRy. . (Caa4), Which is defined the volume of AAA-related mes-
. Consequently, a mahcpus network cannot offer fake S&lages delivered over the network. Therefore, the unitof 4
vices to an MR because it cannot compGt& . is bytes * hops [13], [14]. Reducing the AAA cost is an
B. Key Exposure important requirement in mobile hotspots where a MONET

K is a pre-shared key between an MR and an AAATIOVES with a high velocity and 'hence AAA procedures
. .. are frequently performed (e.g. train or car). Suppose there
server andKocar and Kgoy g are created using security

arameters (i.eSP and SP ). Thus, it is desir- are; total handoffs (intra-domain handoffs and inter-domain
P =0 LOCAL HOME). : » handoffs) and;j inter-domain handoffs for each session. The
able not to leak these keys to the other network entities. AAA cost of the MR authentication in the pronosed AAA
Interms of K ocar, the AAAH server encrypt§ Procar prop

and sends it to the AAAL server and the MR usifg,y, protocol is given by
and K444, respectively. The value encrypted y,; can CYR Gy =(—j)-OME +j.cME . i>j (3)

ntra inter»
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Fig. 8. The scenario of man in the middle attack of the malicious MR

whereCME “and CM [ are the costs for intra-domain AAA In terms of VMN's AAA cost, we consider the AAA cost

and inter-domain AAA operations. incurred while the VMN is attached to the MONET. Assume
The AAA cost of the MR authentication without the localthat the VMN’s attachment time follows an exponential distri-
ized AAA procedure is given by bution with a mean of /n4. In addition, letk be the number
of inter-domain handoffs during the attachment time. Then,
CYE (i, 5)=i-cME (4) the PDF ofk is given by
where CME ' . is the cost for an AAA operation without 1-— i - f,‘g(nA)] k=0
Y = * k—
the localized AAA procedure. p7 [1- fD(WA)] N L ko

In this paper, we assume the subnet residence time of the
MONET follows a general distribution with a mean bfus, whereps = na/pp.
whose probability density function (PDF) ifs(t) and its The AAA cost of the VMN when there ark inter-domain
Laplace transform ig4(¢). The domain residence time of thehandoffs during the attachment time is given by
MONET follows a general distribution with a mean bfup, VMN VMN
whose PDF isfp(t) and its Laplace transform i§, (s). When Cana (k) =k Caaa, ©)

the inter-session arrival time is assumed to be an exponen{idere CYMN is the cost for each VMN's AAA operation.

d'St”bEt'O[” V]V'th a mean ofi/A;, the PDFs ofi and j are Then, the average AAA cost of the VMN is expressed as
given by [15

VMN VI\IN
C k). 7
o(iy = L 17 s L= S50 i=0 Caad Z A () )
- * 27 px i—1 .
o L= F5OOF [F500)] 1>0 A. Numerical Results
. i} , In this section, we evaluate the effects of mobility and a

8(j) = =25 [1-1p (;‘I)] - j=0 distance between a foreign network and a home network on the

L= A )P §>0 AAA cost (i.e. CALE, and CY 44N). The numerical results are

plotted based on the assumptions introduced in Section V. The
bg{arameters and the size of each AAA message are shown in
ables Il and llI, respectively, based on [10], [17]. The weight
CME — Z ZCAAA i,5) - ai) - B(). (5) for a wirele_ss_link is set to 10 [16] and the number of subnets
in a domain is set to 49. The distances betweendatA L

whereps = Ar/ps andpp = Ar/pp.
Consequently, the average AAA cost of the MR is given
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Fig. 9. The AAA cost of an MR Fig. 10. The AAA cost of a VMN
server and am AAH ,,r server, between an MR and its HA, VI. CONCLUSION

and between anlAAHy , server and amAAHy yy SEIVer - i paper, we propose a localized AAA protocol for

?orelDol’B?/Qt'hznfclju%?)}Igﬁrﬁgg\éﬁl?{s zr;ig‘l“tgz /n\(;;—\r??i';f d public mobile hotspots. The proposed AAA protocol is con-
o " sistent with the NEMO basic support protocol in that the
As shown in Figure 9CA'E, increases ags increases (i.e. mobility transparency is supported. We analyzed the security
as the subnet residence time of the MONET decreases). Thiséscerns in the proposed AAA protocol in terms of mutual
because the number of inter- or intra-handoffs is reduced whauthentication, key exposure, replay attack, and man in the
the mobility (i.e.us) is low. Figure 9 also shows the AAA costmiddle attack. The central idea behind the proposed AAA
variation for differentD; (i.e. D;=2, 5, 10). SinceCE and protocol is to introduce a shared key between the MR and
CME ~are proportional taD;, CALE, increases with increasethe AAA server in the foreign network, so that the AAA
of D1. However, in the proposed protocol, the effect/of is procedure for the MR in intra-domain handoffs is localized.
not notable. It means that our protocol is effective regardleBerformance evaluation results reveal that the localized AAA
of the distance between the home network and the foreigrocedure reduces the AAA traffic significantly in mobile
network. hotspot environment. Furthermore, the localized AAA proce-
On the other hand, if the localized AAA using th& o4,  dure is less sensitive to the distance between the home network
is not supported, the MR’s AAA cost increases more signigind the foreign network. Although the mobility transparency
icantly asyu.s increases. Also, the performance gain becoméss the advantage of keeping the VMNs from sending binding
more remarkable ags and/or D, increase. The effect ab; update traffic, it causes an accounting problem that the AR
is more clear in the non-localized AAA scheme because aannot know the network usage of VMNs. We suggest that
AAA procedure is always performed at the AAAH server iras the MR’s HA can keep track of the network usage of
the non-localized AAA scheme. Note that this AAA cost isndividual VMNs, the MR’s home network can exchange
analyzed for a single MR. As the mobile hotspots services &/®N’s accounting information with the AR’s network. This
proliferated, the reduction of the AAA cost (AAA traffic) will way enables a flexible billing mechanism between different
be a significant issue. domains.
Figure 10 plots the AAA cost of a VMN, which exhibits a
similar trend to Figure 9. Note that the AAA cost wheBy ACKNOWLEDGEMENT
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