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Abstract—Real-time applications, especially real-time multi- gaining much interest. Even though wireless networking in-
player games, are getting popular in mobile ad hoc environments frastructure, such as base stations or access points, might

as mobile devices and wireless communication technologies are,; he ayailable, various heterogeneous mobile devices can
becoming ubiquitous. However, these applications have strict

demands on the underlying network requiring low latency with a Conn_ec'{ t‘? each other _settlng up spontaneously a self-organized
minimum of jitter and a small packet loss rate. Therefore, Quality Mobile wireless multihop ad hoc network (MANET) that
of Service (QoS) support from the network is essential to meet does not rely on any existing infrastructure. However, ad hoc
the demands of real-time applications which is a challenging task communication introduces several challenges mainly due to
in mobile ad hoc networks due to the high level of node mobility, 1n6 mopjlity of the nodes, limited device resources, properties
properties of the wireless communication channel and the lack of the wireless channel and the lack of central co-ordination
of central co-ordination. . " h .
In this paper, we analyze and evaluate, via simulations, The routing protocol, which is needed to send packets from
common QoS extensions, like backup route or priority queuing, a source to a destination via multiple hops, must cope with
and propose some new ones, such as real-time neighbor awarethese challenges. Moreover, it has to be able to satisfy the

rate control policies or hop-constrained queuing timeouts, to ad r iremen f real-tim lication well. B
hoc routing in IEEE 802.11 mobile ad hoc networks. We show QoS requirements of real-time applications, as well. But QoS

how the performance, using these QoS extensions, of the selectedovisioning in MANETS is even more d'ﬁ_'cu“ than '_n wired
AODV routing protocol improves significantly for connections Ne€tworks because of, among others, arbitrary mobility, weak
up to three hops making possible to meet the demands of wireless links, signal fading and interference, and the used
real-time applications. Moreover, we present how some common channel access mechanisms. Thus, meeting the applications’
mechanisms like local repair of AODV and RTS/CTS degrade the demands in MANETS is very challenging and has been an
performance and should not be used in case of real-time traffic. . .
open field of research in the last couple of years.
In this paper, we analyze and evaluate common QoS
. INTRODUCTION extensions, such as priority queuing, backup route, broken

Online real-time applications such as multiplayer gamdgk detection, etc., and propose some new ones, like real-
have become very popular recently and are a big businesé!me neighbor aware rate (_:ontr.ol and hop-constrained queuing
today’s Internet expecting increasing revenue. Real-time appllMeouts, to ad hOC_ routing in |EEE 802.11.[2]' MANETs
cations share the common property that the information, ffcusing on the requirements of real-time applications, specif-
instance, the game character movements have to be delivefé@dly real-time multiplayer computer games. We selected the
as fast as possible to the counterparts. If this data is delay¥dPV [3] routing protocol as the starting point of our work
and arrives too late the game is not playable any more. Thgg_,c;ausc_a this .protocol had shown the best performance in our
real-time applications such as multiplayer computer gamggtlal simulations compared to some other ad hoc routing
have strict demands on the underlying network and requiEtocols, such as DSR, DSDV and OLSR([3]. However, our
low latency connections, generally in the range of up télmulatlons_ show thgt end-to-end co_mmum(_:atlon delay and
50 — 150 ms, with a minimum of jitter and low packet los#tter expenenced_ using AODV are still too high to meet the
rate below 5% [1]. While multiplayer games are playable ifemands of multiplayer computer games. In order to improve
the Internet, in wireless networks Quality of Service (Qodhe performance of AODV for real-time applications, we
mechanisms are required to meet the demands of real-tif§§uire improved congestion handling mechanisms which can
applications. cope with mobility and the properties of an unstable wireless

With the constantly increasing amount of powerful mobilghannel. Thus, in our work, following a cross-layer design, we
devices, such as PDAs, laptops and mobile phones witgve used: (1) QoS gxtensmns to AODV like .Iocal repair ar_ld
wireless networking support, real-time applications and ev8RCKUp route; (2) traffic management mechanisms like priority

multiplayer computer gaming in wireless environments af/€uing, tlmet_)uts, real-time neighbor aware rate control_; and
(3) MAC (Medium Access Control) layer support mechanisms
1we are using the termatencyand delay exchangeable in this paper  like broken link detection, sighal strength monitoring, neighbor



detection, RTS/CTS (Ready To Send/Clear To Send) adapperceive jitter differently. Furthermore, prediction mechanisms
tion. cannot always anticipate players’ actions accurately so high

We show in this paper, how the different QoS extensiomevel of jitter usually degrades the players’ experience. Hence,
do or do not improve the performance of real-time traffic ithe jitter level must be kept as low as possible. Moreover, the
MANETS. First, we categorize and briefly discuss the extepacket loss rate has similar effects and it should be kept in the
sions then present their combined impact on AODV'’s perforange of 3 — 5% for real-time multiplayer games[1].
mance via simulations using the NS-2 network simulator [4], o
Our initial routing protocol comparison results show that" Objective and Challenges
AODV outperforms the other routing protocols but still does Our objective is to extend mobile ad hoc routing with
not meet the demands of real-time applications. By applyi¢eS mechanisms by which the performance of the ad hoc
priority queuing with timeouts and real-time neighbor awaré@uting protocol and the network can meet the demands of
rate control combined with broken link detection and backujgal-time multiplayer games. However, to give QoS guarantees
routes, the end-to-end communication delay, delay jitter afiMANETS is a difficult task and the QoS extensions have to
loss rate can be reduced significantly. For connections upfése the following challenges:
three hops, AODV with the applied QoS mechanisms meetse Mobility - The topology of the ad hoc network might
the demands of real-time multiplayer games. However, some change unpredictably resulting in broken links and stale
common mechanisms like local repair of AODV and RTS/CTS  routes.
degrade the performance of real-time traffic and should not bes Congestion -Real-time traffic must arrive in-time even
used. if the network is highly loaded.

The rest of the paper is organized as follows: In Section. Shared Medium - Wireless networks operating in ad hoc
II, we discuss the issues of QoS provisioning for real-time mode do not provide any QoS guarantees at the MAC
multiplayer games. Then, we introduce the different QoS layer due to the applied contention based medium access
extensions in Section Il and discuss them in Section IV. In  mechanism.

Section V, we evaluate these extensions via simulations. Wes Wireless Signal -The wireless signal suffers from fading
survey related approaches in the field of QoS provisioning in  and interference which gives rise to gray zones[9] and

Section VI and conclude the paper in Section VII. frequent retransmissions.
II. QOS PROVISIONING FORREAL-TIME MULTIPLAYER 1. QOS EXTENSIONS TOMOBILE AD HOC ROUTING
GAMES In this section, we collect common and propose some

Real-time applications, especially multiplayer games sul¢w QoS extensions which are supposed to improve the
as first person shooters, real-time strategy games, or sp®@sformance of mobile ad hoc routing. Moreover, we classify
games have strict QoS demands on the underlying netwoifkese extensions into three different categories and point out
Moreover, in MANETs, compared to wired networks like¢he challenges they are supposed to tackle.
the Internet, these applications encounter additional probleqs :
due to the special challenges of MANETS. In this sectior%l' QoS Extensu.)n.s o
we discuss the substantial QoS requirements of real-timeS Q0S provisioning is a complex task and should be
multiplayer games then describe our objective regarding hgndled on several layers in the protocol stack we followed

QoS provisioning in the light of the challenges of MANETs@ Cross-layer design. Thus, we classify the collected and pro-
posed QoS extensions providing QoS support on the routing,

A. Requirements of Real-Time Multiplayer Games interface queue and MAC layer, as illustrated in Fig. 1, into the
In case of real-time multiplayer games, end-to-end corf!lowing categories: (1) enhancements to the routing protocol;

munication delay, jitter and packet loss to a certain degr&® traffic management; and (3) MAC layer support.

are the most important QoS attributes of the network, while

the available network bandwidth is of less importance [5], [6]. Application

For most real-time multiplayer games, a maximum of 150 ms

round trip delay is still acceptable[1]. The effects of jitter, Transport
however, are not so well-researched yet. In [7], the authors QoS -

suggest that latency and jitter are strongly coupled in the Inter- Provisioning m

net with the ratio of jitter to latency being 0.2 or smaller. This
also means that jitter in general is very small in the Internet

( Interface Queue )

if latency is below 150 ms and therefore has little impact on MAC
the game. Furthermore, players’ perception of jitter is game-
dependant [8] because high level of jitter usually leads to il Physical

packets not arriving in time thus requiring the use of prediction

mecha_nisms such_as de_ad-reckoning. As the qua”ty of th%%f‘.‘ 1. Quality of Service Support in a Mobile Ad Hoc Network Node’s
prediction mechanisms differ from game to game, players alBmtocol Stack



TABLE |
QOS EXTENSIONS

Challenges
[ Category | QoS Mechanism [| Mohility | Congestion | Shared Medium [ Signal

Local Repair Vv
Backup Route Vv
Priority Queuing
Traffic Management | Timeouts

Rate Control

Broken Link Detection
Neighbor Detection

Signal Strength Monitoring vV
RTS/CTS Adaptation v/

AODV Enhancements

<<
SN SOSEN
<<

Mac Layer Support

Moreover, the different QoS extensions address differeim addition, IEEE 802.11 relies on the RTS/CTS (Ready
challenges of the mobile ad hoc environment. In Table |, wio Send/Clear To Send) mechanism to avoid the hidden
depicted the extensions and the corresponding challenges tteggninal problem. However, if usedRTS/CTS adaptatioto
are supposed to tackle. the application’s requirements is essential to not degrade the

1) AODV EnhancementsAs the results of the ad hocoverall performance.
routing protocol comparison in Section V show, the reactive
protocol Ad Hoc On-Demand Distance-Vect¢AODV) [3] IV. DESIGN CONCEPTS
provides the best overall performance among the consideredn this section, we describe our design concepts with regard
protocols. So, we selected the AODV-UU [10] implementatioto the mentioned QoS extensions and discuss these extensions
as the starting point of our work. To cope with mobility andn detail. We used NS-2 to implement these QoS extensions,
broken links, AODV makes use of lacal repair mechanism so implementation details will be given where relevant. We
that allows intermediate nodes that have detected a link failutiel not implement and investigate all of these proposals in the
to temporally queue packets and repair the route. In additi@imulator because, due to its limitations, we decided to do an
we extended AODV with the use dfackup routs to repair implementation for a real hardware driver. Unfortunately, we
broken links transparently and without any delays. could not investigate the real environment experiments due to

2) Traffic ManagementWhen employingoriority queuing time constraints.
real-time packets are preferably transmitted to make sure that
even in situations with higher load real-time packets do nbt AODV Enhancements
become obsolete. Still, it might happen that real-time packetsin order to extend the capabilities of the routing protocol to
have to wait too long in the high priority queue. To prevereact efficiently to network topology changes and route failures
for the transmission of outdated packets we introduce hoge usedocal repair and enhanced AODV withackup routs.
constrained queugmeouts These are used to drop obsolete 1) Local Repair: AODV makes use of a local repair mech-
real-time packets and thus save bandwidth by applyingaaism that allows intermediate nodes detecting link failures to
gradually decreased timeout timer. The actual timeout valuegateue packets temporally while it tries to repair the route. We
a given node is computed taking into account the number w$ed the built-in version of local repair from AODV.
already traversed nodes by the packet. In addition, to limit the2) Backup Route:AODV just stores the next hop entry to
amount of low priority traffic we introduce real-time neighbor certain destination in its routing table. If the link to that
awarerate controlpolicies which prevent the occupation of thenode breaks a new route discovery process has to be started
communication channel by nodes sending low priority traffizhich requires too much time for real-time data. The idea is
if other nodes have high priority traffic to be sent. to provide a backup route from the beginning that can be used

3) MAC Layer Support:Many features, already imple-instead. A backup route is a path with the same hop count as
mented in the IEEE 802.11 MAC layer, remain unused ithe default path but with a different next hop. For example,
higher layers and are implemented there again, however, lassume a scenario as illustrated in Fig. 2. Node S broadcasts
efficiently. With broken link detectiorbased on Link Layer RREQ messages to find a route to node D. Node | receives
Feedback (LLF) the routing protocol is notified instantly itwo RREQs, one from node 2 and the other from node 4.
packets cannot be sent any longer over a certain link. Both describe a 3-hop path to node S with the same sequence
general, routing protocols periodically broadcast messages fimmber. In this event, node | employs either node 2 or 4 as
neighbor detectiorHowever, IEEE 802.11 ad hoc networks althe next hop and uses the other as backup route. If a link to a
ready broadcast periodic advertisements and thus the periatkighbor on an active route breaks the backup route becomes
routing messages are not required any more, neither for brokbha new active path. If hops with a higher hop count were
link detection nor for neighbor detection. With the help ofised as backup paths, routing loops might occur (e.g., node
signal strength monitoringnore stable routes can be selected.receives aRREQ from node 5 with a 5-hop path to node S



but this path contains a routing-loop and cannot be employed Classifier
as backup route). I

v L

length: 10 length: 80
medium low
timeout: 500 ms timeout: 10 s

length: 10
high

timeout: 100 ms

Fig. 2. AODV Extension Using Backup Routes

Fig. 3. Design of the Priority Queue
B. Traffic Management

The gtoal of tfra:ﬁi?f_manzge_ment rif :10 dlifferT:nt]iate amongyer packets in their high and medium priority sub-queues
various types of traffic and give a higher level of service tQ; o aple to forward their packets quicker than nodes that

high priori_ty tfaffi" at thg cost of lower pri.ority traffic. To Iready have to forward multiple high priority data streams.
achieve thispriority queuingcan be used which we extendecf—liowever, to minimize the delay in the event of broken links

with hop-constrained queugmeoutsand real-time neighbor or the unavailability of routes for high priority data, we

awarerate control policies. introduced an additional flag (bit 6 in the AODRREQ header)

1) Pnonry Que::lemg:We 'useld and qu|f|ed the .mterfacethat indicates that &REQ is of high priority to enable nodes
queue sublayer o NS-2 to imp emen_t priority queuing mec_lg— eeding up the route discovery process. But without marking
anisms. In our implementation, the interface queue consi

o N ® RREQ the network layer of the node that replies to the
of three sub-queues with different priorities and every packﬁkEQ is not aware that the reply is urgent. Therefore, when

is clzlu\ss_ifiedhinto on/e off.thF;ee k(]:ategﬁriez, as ﬁr&own in Eig'tﬁe destination node receivefR&EQ with a high priority flag,
ehmp gylngt ETOS DS fie 'ntl elp Ie‘,"‘ er. A %ta pacdetsthe TOS/DS field of the corresponding IP packet that holds
that do not have any particular real-time QoS demands e RREP message is set to high priority to make sure that the

marked adow priority, for instance, file transfer and e-maﬂRREPiS queued in the high priority sub-queue and forwarded
traffic. AODV routing management packets suchReeQ, G- as quickly as possible

?:E”FS ?nle‘;iEr:R za;;kets akretma:kertrj] ‘ﬁfdé“r.“ prlc;ir '%And In addition to the interface queue, AODV itself queues data
ally, real-time data packets are markedtagh priority as dpackets if no route to the destination is currently available.

\Ilaveeélnaze'to\(iJnDcheREEriergeziz?es |sz thli Eg:trggfrtgyrgzgiuhri Because the route discovery process generally requires much
P MRREQ. more than 150 ms, we suggest that high priority packets are not

and low priority, high priority packets are quickly outdate : .

and dropped if they cannot be delivered in-time. Low priorit?/o be queued by AOD.V but sfhould be droppeq immediately.
ackets might on the one hand experience higher delays bultn order' to cope V\."th. selfish nodes that S'”.‘p'y mark all
P ' Hackets with high priority, packets could be filtered at the

on the other hand they are forwarded and delivered to the "~ " N )
Incoming interface to limit the amount of real-time packets

destination more reliably. Every sub-queue has a limited si¢e : .
. from a certain node. However, we currently do not deal with
and allows a packet only to be queued for a certain time

. . . malicious nodes in our implementation.

interval. All sub-queues are exhaustive, meaning that a queue  ~__ ) )

with lower priority will only be processed if all queues with 2) Timeouts: Rea"“”?e multiplayer games demand .IOW
higher priority are empty. In order to limit the amount of reallat€NCY connections with IE?'SS than 150ms rqund trip_or
time and routing packets a node is allowed to transmit, the siZ@Ms one-way delay, assuming symmetric latencies. However,

of the high and medium priority sub-queues has been restric kets that are Qelgyed S”ght'Y more than 75 ms, might S.ti”
to 10 slots. A much longer queue for real-time packets wou useful to predlc_:tlon mechanisms such as d.ead—reckonlng.
result in more outdated packets. As the packets are mark refore, we decide to only drop packets which take more

with different priorities they can be handled specifically p{han 1?0_m5 onel-_vva)_/ dellv(e)zrydUme; andla_re clearlli/ obsole(tje
the routing protocol and the interface queue. or real-time applications. Outdated real-time packets need-

The route request packeRREQ are marked with medium lessly consume bandwidth and delay other real-time packets.

priority by default. By doing this, the actual current queugherefore, every packet that is stored in the queue is marked

length of intermediate nodes are indirectly taken into accou\f.xﬂth a local tlme-stamp.. When the papket IS dequeugd the
e the packet spent in the queue is compared with the

during the route discovery process in AODV. Nodes that halg" ) . . ) o
gueue policy. The timeout interval for a high priority packet

Znitially, Type Of Service now redefined as the Differentiated Servicd$ 10 ms for every hop with a maximum value of 100 ms.
field Hence, the timeout mechanism supports only up to 10 hops
3In order to establish a bidirectional route between the source and degom sender to destination which is fairly large for an ad

tination nodes, an intermediate node that replies toR&EQ carrying the . .
hoc network. With every hop the packet passes, the timeout

gratuitous flag sends an additional route reply messagBREP to the - : )
destination value is further decreased by 10 ms which approximates the



time it takes to process and forward the packet. The timedbe rate control of low priority traffic upon the number of
information can be computed locally at each node by usimgighbors sending real-time traffic. By introducing artificial
the node’s routing table because AODV, as a distance-vecttalays for low priority traffic, nodes with high priority traffic
routing protocol, knows about the number of hops to the sourbave a better chance of sending their data in time. If the
and the destination. The timeout mechanism is designed asability rate of the nodes is low and nodes with real-time
rather conservative approach and aims at dropping just tinaffic have not sent routing messages for a while, the actual
packets that will definitely come too late. number of neighbors with real-time traffic might be higher,
The medium priority sub-queue has a timeout of 500 nfewever. In addition, selfish nodes might just mark all routing
which has shown reasonable performance in our simulatiopackets with the priority bit. But we assume normal and our
Since both priority sub-queues are rather small and the packetdicy conform behavior of the nodes.
are outdated quickly compared to the low priority sub-queue,
additional mechanisms that prevent for starvation of lofy- MAC Layer Support
priority traffic have not been added. In order to have accurate access to the current network state,
3) Real-Time Neighbor Aware Rate Controlthe current such as an up-to-date neighbor list and the wireless signal
IEEE 802.11 protocol standards do not support QoS at thgength for each neighbor, support from the IEEE 802.11
MAC layer and the medium access is carried out by tHdAC layer is required. We usleroken link detectiomeighbor
Distributed Coordination Function (DCF) handling every nodéetection signal strength monitoringndRTS/CTS adaptation
equally [2]. All nodes have the same probability to gain acceas supporting mechanisms from the MAC layer.
to the wireless channel and DCF does not distinguish betweerl) Broken Link Detection:For broken link detection we
high priority and low priority data traffic. Thus, there is ncemployed the Link Layer Feedback (LLF) mechanism from
guarantee that a node will send even high priority data packéte AODV-UU implementation. If a packet cannot be trans-
within a certain time frame. Therefore, nodes that send highitted successfully, that is the sender does not receivean
amounts of low priority data might consume most of the sharéwm the destination within a certain time interval, the packet
bandwidth. Due to the contention mechanism in DCF, othé&r retransmitted. Excessive retransmissions, however, can be
nodes which send high priority data might wait too long teeported by the MAC layer using LLF and this information
access the channel and cannot transmit their high-priority datn be propagated to the routing protocol to deal with the
in time, although priority queuing has been used. The reasbroken link. This mechanism has two benefits. First, it reacts
behind this is, that priority queuing works only locally ando broken links by usually one order of magnitude quicker than
does not take neighboring nodes into account. To solve tédying on HELLO messages. And seconHELLO messages
problem at the MAC layer is one of the aims of the new Qo&sed for broken link detection are not required any more which
IEEE 802.11e[2] protocol that is still under development aneduces the routing overhead.
not yet available. Even with the advent of IEEE 802.11e, the 2) Neighbor Detection:To make routing decisions or man-
current standard will not be displaced immediately and thusagement actions in the ad hoc environment an up-to-date
mechanism is required that enables nodes that send real-tmeghbor list of a node is required. However, to maintain this
data to refrain other nodes from accessing the channel. list usually each application implements its own neighbor dis-
Our proposal is to limit the amount of low priority packetsovery procedure using network probesHELLO messages.
a node is allowed to transmit within a time interval dependinghis results in message overhead and a waste of the scarce
on the amount of nodes handling real-time traffic in iteandwidth. Since this service is commonly demanded it makes
neighborhood. Therefore, the interface queue needs accessetuse to provide a common interface to upper layers accessing
the actual number of neighbors sending high priority traffic tine neighbor list from the MAC layer. Unfortunately, NS-2
adapt the rate control system of low priority traffic. does not provide a way to access the neighbor list on the
For this purpose, every node maintains a time-stanMyAC layer, thus we did not investigate its effect but decided
PRIO.TIMEOUT that is updated when the node transmit® implement this feature in a Linux hardware driver. In a
a high-priority packet. If the node has sent real-time traffi@al environment implementation we can rely BEACON
within the last PRIO.TIMEOUT seconds the node marksmessages that are sent out regularly every 100 ms by the IEEE
broadcast routing messages with a real-time flag. Employi862.11 MAC layer if operating in ad hoc mode.
the unused bit 5 in the AODV header &REQ and RREP 3) Signal Strength MonitoringTo provide for link stability
messages, a hode indicates whether it currently transnatsd avoid the gray zones mentioned in [9] the signal-to-noise
high priority traffic or not. In addition to that, the routingratio (SNR) is measured for routing messages. If the signal
table entry has been extended by a time-statASTPRIO. strength of aRREQ is not beyond a certain SNR threshold
Every time a node receives high priority data or a routintpe request is not processed. Thus, other neighbors that have
message with the high priority flag, tHeASTPRIO time- received theRREQ with a higher signal strength will forward
stamp for that particular routing table entry is updated. Nowhe packet and create a more stable route. AODV employs an
the actual amount of neighbors sending high priority traffiexpanding ring searchased on the TTL (Time To Live) field
with an up-to-dateLASTPRIO time-stamp can be derivedin the IP header for dissemination BREQ messages. If a node
from the neighbor list and the interface queue can adaptceives ERREQ which has been sent with the maximal TTL,



it does not drop théRREQ even though the signal strength is To evaluate the performance of the investigated QoS mech-

below the threshold, since no better route is available. Duednisms, we used the following metrics:

the limitations of the employed propagation model in NS-2, , Latency: the average time in ‘ms’ it takes to transmit a

we did not implement signal strength monitoring for NS-2 but  packet from the source to the destination.

did a real environment implementation. . Jitter: it describes how much the packets vary in latency
4) RTS/CTS AdaptationNS-2 supports a certain packet  and is determined by calculating the standard deviation

size threshold to indicate if RTS/CTS should be used. By of the latency.

default the threshold is 0 and RTS/CTS is always enabled. We, Loss rate: the loss rate determines the amount of sent

disabled RTS/CTS for real-time packets. Without RTS/CTS the packets in relation to the amount of packets that have not

transmission channel is shared equally among the contenting been received successfully at the destination.

nodes. Moreover, it requires less bandwidth and we assume

that it reduces end-to-end delay and delay jitter. B."Ad Hoc Routing Protocol Comparison
We have run some initial simulations to see which ad

V. EVALUATION hoc routing protocol has the best performance and can be

used as the starting point of our work. We investigated four

In this section, we evaluate the introduced QOS extensiofig. .t protocols, namely Ad Hoc On-Demand Distance-

via simulations and discuss the results in the light of tr\?ector (AODV), Dynamic Source Routing (DSR), Destination-

demands of real-time multiplayer games. Sequenced Distance Vector (DSDV) and Optimized Link State
Routing(OLSR) [3].

With regard to latency and jitter, AODV showed the best

In our simulations, we have used NS-2 including wirelesg/erage performance while all the other protocols showed
extensions developed at CMU [11]. Throughout the simunuch higher latency and jitter in the range of some hundred
lations, each mobile node shares a 2 Mbit/s radio channeilliseconds. DSR’s performance was by far the worst in
with its neighboring nodes using the two-ray ground reflectiahese comparisons. Concerning loss rate, the reactive protocols
propagation model [12] and the IEEE 802.11 MAC protoco[AODV and DSR) showed the best performance with less than
The simulation scenario consists of 20 nodes in an areéa% packet loss while the proactive protocols (DSDV and
of 650x650 m. The transmission range of each node i®LSR) produced significantly higher losses.
250 m, which is a typical value for WLAN in a free area Based on our initial simulation results, we selected AODV
without any obstacles. The nodes that do not take part ag the routing protocol of choice for our work because AODV
the multiplayer game follow the Random Way Point (RWP3howed the lowest latency, jitter and packet loss rate.
model [11] with a uniformly distributed speed between O- .
3 m/s and a pause time of 180 seconds. Player nodes GreEfrects of the QoS Extensions
assumed to move only slightly, within a distance of 0-15 Inthe following, we show and discuss our simulation results
meters, since it is rather difficult to move and play at thi#vestigating the effects of the QoS extensions. Fig. 4, 5, and
same time with today’s available mobile gaming devices. Weshow the impact of one QoS mechanism at a time.
simulated typical multiplayer game traffic [5] between the
player nodes as high priority bidirectional UDP data flows
with a Constant Bit Rate (CBR) traffic of 20 packet/sec and
a packet size of 64 bytes. Additionally, we simulated five ERS
bidirectional low priority data flows between any two random -
nodes as background traffic using the same traffic pattern as the
game traffic. We simulated 10 game sessions with a duration  «
of 600 seconds using different seed values and then averaged °
the results. The detailed simulation parameters are depicted in 2rope oroes oes e

Table 11. Fig. 4. Latency wrt Hop Count, and Average Latency of Game Traffic

A. Simulation Settings

Latency [ms]
S om
5 B

TABLE Il

PARAMETERS OF THEUSED SIMULATION SCENARIO From these figures we can see, that more or less all the

QoS mechanisms, besides using RTS/CTS and local repair,

Parameter | Value improved somehow the experienced performance of the traffic,
Simulation Time | 600 s but it is hard to say clear statements about the level of the
Nodes 20 : improvements. However, it is more interesting to see the
X'r‘ig“ty Model Qggféz‘é f%a”dom Way Point (RWH) combined impact of these QoS mechanisms. Thus, in the rest
Speed 03 mis of the simulations we gradually extended the basic AODV
Pause Time 180 s protocol with the different QoS mechanisms in the order of
Traffic Type CBR with 20 packet/sec the expected significance of the improvement caused by them

Packet Size 64 bytes and in the following figures (Fig. 7, 8, 9, 10, 11) every



are significantly higher if RTS/CTS is enabled. The reason
behind this is that multiplayer game data packets are very

Brrocra o small in general and the RTS/CTS mechanism induces a huge
overhead in this case decreasing the performance in all metrics
o significantly. As a result, RTS/CTS should not be activated by

default and instead a threshold should be maintained by the
system that depends on the number of neighbors and the size
2 ees 3 hops i nops o of the data packets that have to be transmitted. A neighbor
list can be discovered easily by collecting MAC layer beacons
from adjacent nodes.

o 3) Broken Link DetectionUsing the Link Layer Feedback
- (LLF) mechanism of the MAC layer, broken links can be
S detected very quickly. The average latency can be reduced

(B o cton below 20ms and jitter below 15ms if LLF is activated. In
e addition, the packet loss rate can be reduced further by some
percent as depicted in Fig. 9. Moreover, the amount of routing

Fig. 5. Jitter wrt Hop Count, and Average Jitter of Game Traffic

i traffic is much smaller if LLF is used since AODV does not
. requireHELLO messages for broken link detection any more.
4) Priority Queuing: To evaluate the effect of priority
Fig. 6. Loss Rate wrt Hop Count, and Average Loss Rate of Game Trafﬁﬂjeuing we handled the real-time game traffic as high priority
traffic and the background traffic as low priority traffic. High
priority packets that are not delivered within 100 ms (one-way)
bar represents the result applying its assigned plus all th& regarded as lost and consequently the average latency and
preceding QoS extensions. For the evaluation we droppediadbr of high priority packets are reduced significantly in all
game packets with a delay of more than 100 ms because g#@ulated scenarios, in our case to 20ms and 14ms. As a
assumed that they would not be of importance for the garggie effect, the packet loss rate increases as more packets are
anymore. With this strategy, we could reduce the average gagifidated. Regardless of the applied QoS mechanisms the loss
traffic latency from approx. 300ms to below 30ms and th@te highly depends on the number of hops. The higher the hop
average jitter from above 50 ms to below 20 ms. Needlessdgunt, the more high priority packets are discarded since they
say that as we dropped late packets on purpose we simgfyjve too late at the destination. However, when employing
traded low latency for high packet loss. Fig. 7 and 8 show thgjority queuing, the loss rate of high priority packets can be
latency and jitter experienced by the game traffic in case @fibstantially reduced as illustrated in Fig. 9. On the other hand,
different hop-number connections. As we can see from Fig. |8tency and jitter of low priority traffic is increased as Fig. 10
we were able to reduce the game traffic loss rate significangpows.
by introducing our QoS extensions. The average delay, jitter5) Timeouts: When adding timeouts to priority queuing,
and packet loss rate for the background traffic are shown e |oss rate of high priority traffic is slightly reduced further.
Fig. 10 and 11. Because of the small timeout value of the high priority queue,

Note that using local repair and RTS/CTS mechanismggh priority packets which are late are now dropped earlier
degrade the overall performance in case of real-time traffipus alleviating congestion. Connections with up to two or
thus we discuss them first and do not use them in the resttRfee hops have a loss rate of 2% or 8%, respectively. The
the simulations. In the following, we will discuss the effectaverage loss rate, however is still over 10 %. In addition, jitter
of every QoS extension in detail. and latency of low priority traffic can be also reduced.

1) Local Repair: Using the local repair mechanism de- 6) Backup RouteThe backup route mechanism increases
grades the performance of the packet loss rate as wellths loss rate of high priority traffic for 2-hop connections
latency and jitter. In particular, the average loss rate of higlightly to 3%. On the other hand, the loss rate of 3-hop
priority connections is increased by 5 %. First, this is due nnections is now reduced to 5%. Using the backup route
the fact that the local repair process takes too much time fekechanism low priority traffic yields the lowest latency in all
delivering real-time packets. Second, repaired routes tend todeenarios as depicted in Fig. 10.
longer than the original route and in this case the node sends am) Real-Time Neighbor Aware Rate Contrdpplying our
additional route erroRERR message to the source which willrate control mechanism the loss rate of high priority traffic
itself restart the route discovery process again. Therefore, t&s been reduced to 2% and 4.5% for 2-hop and 3-hop
do not recommend to use the built-in local repair mechanisgonnections, respectively. Thus, 2- and 3-hop connections can
of AODV in case of real-time traffic. be employed for real-time multiplayer games. Connections

2) RTS/ICTS MechanismThe RTS/CTS mechanism de-with 4 hops still suffer from a very high loss rate about 18 %
grades the performance of the routing protocol as well. Thaad therefore cannot be used for real-time applications. Thus,
latency and jitter, and even the loss rate of the game trafffte average loss rate of high priority traffic is just slightly

2hops 3hops 4hops avg
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below 10 %. However, latency and jitter of low priority traffic VI. RELATED WORK

are slightly increased since they remained in the same range )
in case of high priority traffic. Many QoS architectures have been proposed for MANETS.

Proposals like INSIGNIA [13], FQMM [14], or CEDAR [15]
use a reservation-oriented approach and keep per-flow state
information at the mobile nodes. Other approaches like SWAN
We can see that by applying the discussed QoS extensidi$] use a stateless feedback-based mechanism to achieve soft
except for AODV's local repair and the RTS/CTS mechanismeal-time services. All of these QoS architectures work at the
the packet loss rate for connections up to three hops canrtework layer or above, so they make little use of information
reduced below 5% since the end-to-end communication delaizich is available at the lower layers. They also provide a
and delay jitter remain in the range of 25 — 30 ms and 15self-contained solution to the QoS problem in MANETS. In
20 ms, respectively. Moreover, the impact on the backgroutids paper we take a look at individual QoS mechanisms to
traffic is also tolerable, i.e., the background traffic is ndmprove latency and jitter for real-time applications. While
punished drastically in favor of the real-time traffic. Thussome of these mechanisms like priority queuing, rate control or
other, non real-time applications can still use the network backup route are also present in some of the QoS architectures
the same time. mentioned above, mechanisms like broken link detection or

D. Summary of the Overall Impact of the QoS Extensions



backup route belong to the routing part of the network layer As future work, we plan to investigate the discussed QoS
and signal strength monitoring or RTS/CTS are features of thetensions in a real test-bed environment. Moreover, we intend
lower layers. We see this paper disjunctive to existing Qd8 design new mechanisms which can give protection against
architectures because most of the features presented heresedfish nodes and which can provide quick channel access to
also be applied to them. nodes handling real-time traffic.

One can find most of the QoS mechanisms mentioned in
this paper also in related works.
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